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Marlene H. Dorich, Commission Secretary
Office of the Secretary

Federal Communications Commission
445 12 Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Integrated Services, Inc.
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Integrated Services, Inc. hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter. -

Respectfully sybfphitted,

Enclosures
ce: Larry Gilleland
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Integrated Services, Inc. has not taken any actions (proceedings instituted ot
petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI , and what steps compantes are taking to protect CPNIL

Integrated Services, Inc. has not received any customer compiainis in the past
year concerning the unauthorized release of CPNI (number of customer complaints a
compary has received related to unauthorized access to CPNI, or unautherized disclosure
of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

S1gned é;

Laxry Gilleland, President

FCC Annual Filing
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I, Larry Gilleland, President of Integrated Services, Inc., certify that I am an officer of the
company named above, and acting as an agent of the company, that [ have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission’s CPNI rules. See 47 CF.R § 64.2001 ef seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how Integrated Services, Inc.’s procedures ensure that the company is in compliance with
the requirements set forth in Section 64.2001 et seq. of the Conymission’s rules.

o

Name: Larry Gilleland
Title: President

FCC Annual Filing
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Exhibit A

Integrated Services, Inc.

Compliance Requirements



Integrated Services, Inc.
5 Revere Drive, One Northbrook Place
Suite 200
Northbrook, lilinois 60062

Compliance Requirements

Integrated Services, Inc. (*Company”) maintains the following operating procedures to ensure compiiance with the
requirements set forth in Section 64.2001 et seq. of the Cormmission’s rules,

Section 64,2005 Use of customer proprietary network information without customer
approval.

{2} Any telecommunications carrier may use, discloss, or permit aceess to CPNI for the purpose of
providing or mareting service offerlngs among the categories of service (Lo, locel, interexchange, and
CMRS) to which the customer already sobscribes from the same earrier, without customer approvat,

(1)} If a telecommunicetivns carier provides difforent categories of service, and a cusfomer
subscribes to more than one category of service offersd by the carrler, the carrier is permitted to share
CPNI among the carrier’s afiiliated entities that provide s servics offering to the customer.

(2) I a telecommunications carrier provides different categories of setvice, but 2 customer does
rot subsoribe 10 more than one offering by the cavrier, the carrier is not permitied to share CPNI with its
affiliates, except a5 provided in §64.2007(h).

(b} A telecomnnmications carrier may not use, discloss, or permit socess to CPNE to market to a
‘customngr service offerings that are within a category of servive to which the subsoriber does not already
subsoribe from that carrier, unless that carrier has custowner approval to do 50, except as described in
pacagraph(c) of this section,

{1} A wirsless provider may use, disclose, ov permit access to CPNI derived from itz provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wirellne carrler
may use, disclose or permit scoess to CPNI derived from its provigion of local exchange service .or
interexchange service, without customer approval, for the provision. of CPB and call answering, voite mail
or messaging, voice storage and retyiwal services, fax store and forward, and protocol conversion,

(2) A telecomununications carrier way not use, disclose, of prrmit access to CPNI 1o identily or
wack ewstomers that call competing service providers. For example, 2 local enchange carrier may not use
local service CPINT to frack all eustomers thet call local service competitors,

{c) A tetecommunications carrier may use, disclose, or permit acoess to CPNI, without customer
approval, as described in this paragraph (¢).

(1) A telecomimunications carrier may use, disolose, or pernit access to CPNI, without customer
approval, in }s provision of inside wiring installasion, maintenance, and repair services.

{2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
resgaych on fhe health effects of CMIRS.



(3} LECs, CMRS providers, ang interconnected VoIP providers may vse CPNMI, without customer
approval, to market services formerly known as adjunst-to-basic services, such as, but not lirnited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, ¢all return,
repeat digling, cel] tracking, cali waiting, calier 1.0, cail forwarding, and certain Centrex features.

{d)y A telecommunications carrier may use, disclose, or permit access to CPNI to protect the rights
of property of the carrier, or to protect users of those services and other carriers from fraudulent, abusive, or

unjawiui use of, or subscripfion to, such services.

The Cormpany has adopied specific CPNI policies to ensire that, In the absence of customer gpproval,
CPNI Iy only used by the Company fo provide or muarket service afferings amontg the cotegories of
service (Le., local, inferexchange, and CMRS) 1o which the eustomer already sabscribes. The
Company's CPNY policies prolibit the sharing of CPNI with affilisted companies, except as permitted
under Rule 64.2005(0)(1) or with customer approval pursuant 1o Rule 64.2007(b). The only exceptions
1o these policies are as permitied under 47 U.S.C. § 222(4) and Rule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or elecironic
methods.

(1) A telecommunications carrier relying on oral approval shali bear the burden of demonstzating
that such approval hias been given in compliance with the Commission's rules in this part.

(2} Approval or disapproval to uge, disclose, or permit access to & cusiomer’s CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limils such approval or
disapproval.

(3) A telecormunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one vear.

Tie all circumstaices where customer appreval is required to use, disclose or permit access to CPNI, the
Company's CPNI policies requeire that the Company obiain customer approval fhrough writien, gral or
glectronic medtods in complionce with Rule 64.2007. A customer's approval or disapproval remains in
effect until the custorer revokes or livits the approval or disapproval. The Company maintuins records
of customier approval (whether written, orval or electronic) for a minimum of one year.

(b)Y Use of Opt-Qut emd Opt-In Approvel Processes. A telecomanunications carrier may, subject
0 opt-out approval or optin approval, vse its costomer’s individually identifiable CPINI for the purpose of
marketing communications-related services to fhat customer, A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPNJ, for the purpose
of marketing communications-related services fo that customer, to its agents and its affiliates that provide
communications-related services. A felecommunications carrier may also permiit such person or entities to
obiain access to such CPNI for such purposes. Exocept for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Cormunications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customes’s individually identifigble CPNI subject o opt-in
approval,

The Compony does not wuse CPNI for eny purpose (including marketing communications-related
services) and does not disclose or grant access to CPNY to any party (including to agents or affiliates that
provide commmunicafions-related services), except as permitted under 47 US.C. § 222(d) and Rule
64.2003.



Section 64.2008 Notice required for use of customer proprietary aetwork information.

{8)  Notification, Generally. (1) Prior fo any solicitation for ocustomer approval, a
telecommunications carrier must provide notification to the custorner of the customer’s right to restrict use
of, disclose of, and access to that customer's CPNL

(2) A telecommunications carrier must maintain records of notification, whether oral, written or

electronic, Lo at least one vear.

() Individual notice to customers must be provided when soliciting approval 10 use, disclose, or
permit access to customers” CPNIL

{¢) Content of Notice, Custorer notification must provide sufficient information to enable the
customer fo make an informed decision as to whether to permit & camrier to use, disclose, or permit access
to, the customer’s CPNL

(1} The notification must state that the customer has a right, and the carrfer has a duty, under
federal law, to protect the confidentiality of CPNIL

(2) The notification must gpecify the types of information that constitute CPNT and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
cugtomer of his or her right to disapprove those uses, and deny or withdraw access 1o CPNI at any time.

{(3) The notification must advise the cusionier of the precise steps the customer must take in order
to grani or deny access fo CPNI, and must clearly sfate that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, n a clear and neutral lanpuage, describing consequences directly resulting from the lack of
access to CPNL

(4) The notiﬁcaticm must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clemly legible, use sufficlently large
type, and be placed in an area 50 as to be readily apparent fo a customer,

{(6) If any portion of a notification is translated info another language, then all portions of the
notification must be translated into that language.

(7} A carrier may state in the notification that the customer's approval to use CPNI may enhance
the carrier’s ability to offer products and services tailored to the customer’s needs. A carrler also may state
irs the notification that it may be compelled to disclose CPNI to any person upon aifiemative writien request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNL

{9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer slready subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

{10) A telecommunications ocmrrier’s solicifation for approval must be proximate to the
notification of a customer’s CPNI rights.

The Company's CPNI policies require that customers be notified of their rights, and the Comparnty's
obligations, with respect to CPNI prior to any solicitation for customer approval. All required customer
notices (whether written, oral or electronic) comply with the requirements of Rule 64.2008. The



Company maintuins records of all required customer notices (whether writien, oral or electronic) for
minimmn of one year,

() Notice Reguirements Specific to Opt-Out. A telecopnmunications ommier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section}. The confents of any such notiffcation
must coraply with the requirements of paragraph () of this section.

(1} Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity $o opt-out befors assuming customer approval to use, disclose, or permit access to CPNIL A
carrier may, in ifs discretion, provide for a longer pericd. Carriers must notify customers as to the
applicable waiting perfod for a response before approval is assumed.

{i} In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

iy In the case of notification by maii, the waiting period shall begin to run on the third day
following the date that the notification was mailed.

{2} Carriers using the opt-out mechanisim must provide notices to their customers every two
years, ‘

(3) Teleconumunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send noticss via e-
mai] regarding their service in general, or CPNI in particutar;

(i) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order o
opt-out;

(i) Opt-out e-mail notices that are returned to the carrier as undeliverable must be sent to the
-customer i another form hefore carriers mnay consider the customer to have received notice;

{iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message
clearly and acowrately identifies the subject matter of the e-mail; and

{v) Telecommunications carriers nust make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 houss a day, seven days a week., Carrlers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The Company does not currently solick "opt out” customer approval for the use or discloswre of CPNL
The Corpany doey nof use CPNI for any purpose (inclnding marketing connnunications-related
services} and does not disclose or grant access fo CPNI to any party (including to ageniy or qffiliates that
provide communications-related services), except «s permitted under 47 US.C. § 222(d) and Rule
64,2005,

(e} Natice Requirements Specific to Opt-In. A lelecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents of any such
notification must commply with the tequivements of paragraph (¢} of this section,

The Contpany does ot currently solicit "opt in™ customer gpproval for the use or disclosure of CPNIL
The Company does not nse, disclose or grant aceess fo CPNI for any purpose, to any parly or in any
mnner that wordd require a customer’s "ept in" approval under the Cormission's UPNI Rules.



(f) Netice Requirements Spacific to One-Time Use of CPNI. (1) Carriers may use oral notice to
obtain limited, one-titne vse of CPNI for inbound and outbound custemer telephone contacts for the

duration-of the call, regardless of whether carriers use opt-out or opt-in approval based on the naturs of the
contact,

{7) The contents of any such notification must comply with the requirements of paragraph (c) of
this section, except that telecommunications carriers may omit any of the following notice provisions if not

relevant to the limited use Tor which the carrier seeks CPNI:

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
o mainiain the opt-out election;

{ily Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name thoge entities, if the lmited CPNT usage will not result in use by, or disclosure
to, an affiliate or third party;

ity Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPN, so long as camriers explain to customers that the scope of the approval the carrier seeks i limited
to one-time use; and

(iv) Curiers may omit disclosure of the precise steps a customer must take In order to grant or
deny access to CPNI, as long as the carrier clearly communicates thut the customer can deny access to his
CPNI for the call,

In instances where the Company seeks one-time customer approval for the use or disclosure of CPNI,
the Campany obtains such approval n gecordance with the disclosures, methods and reguivements
contpined in Rule 2008(1).

Section 64.2009 Safeguards required for use of customer proprietary netwerk information.

{a) Telecompunications carriers must implenent a system by which the status of a cusfomer’s
LCPNI approval can be clearly established pricr to the use of CPNL

The Company’s billing systeim allows authorized company persounel 1o easily determine the stains of a
customer’s CPNI approval on the customer account screen prior to the use or disclosure of CPNL

(b) Telecormeunications carriers must train thelr personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place.

The Company has esteblished CPNE complinnce policies that Include employee tralning on restrictions
on the use and disclosure of CPNI and requived safeguards to protect against ungmthorized use or
disclosure of CPNI.  Ewmnployees have signed thet they nnderstond the CPNI policies and « vielation of
those policies will resulf in disciplinary action.

() All carriers shall maintain a record, electronically or in some other manner, of thelr own and
their affiliates’ sales and marketing cempaigng that use their customers’ CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNE The record maust include & description of each campaign, the specific CPNI that
was nsed in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one year.

The Company's CENI policles require that all sales and marketing campoigns ncluding tose utilizing
CPNI be recorded and Rept on file for at least one year. Records are also maintalned for disclosure or
access to CPNFE by third partles. The records include the reguired information Usted in Rule 64.2009(c).



(@) Telecommmunications carriess must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations znd maintain records of carrier
complisnce for a minimum period of ome year. Specifically, sales personnel must obtain supervisory
approval of any proposed out-bound marketing request for customer approval,

The Company’s CPNE policles reguire employees te obtain approval from the Company’s CPNI
Compliagnee Officer for all marketing cumpaigns, Including these ntilizing CPNI, prior to initiating that

eampaign.  Record of the marketing campaigns, slong with ihe appropriate supervisory approval is
maintnined for at least one year.

(e} A telecommunications carrier must have an officer, &8 an agent of the carrier, sign and fle
with the Comimission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has estabiished operating procedures that are
adequate to ensure compliance with the ruies in this subpart. The carier must provide a statement
accompanying the cerificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpart. Tn addition, the carrier must include an explanation of any
actions talcen against data brokers and a summary of all customer complaints received in the past year
concerning the unanthorized release of CPNL  This filing must be made annually with the Enforcement
Bureau on or before March 1 in BB Docket Wo. 06-36, for data pertaining to the previous calendar year,

The requived officer certification, actlons tekenr against date brokers and sumnary of customer
complaint documents ere included with his accompanying statement.  The Company will file these
docyments or an aranal basis on or before March 1 for duta perialuing vo the previous calendar year.

(fy Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degres that consumers’™ inability to
opt-out is more than an anomaly,

(1) The notice shall be in the form of a letter, and shall include the carrier’s name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevani state commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact information,

{2) Such notice must be submitied even if the carrier offers other methods by which consumers
may opt-out.

The Company does not currently solicit “opt ouwt” customer approval for the use or disclosure of CPNE
Seetion 64.2010 Safeguards on the disclosure of customer propriefary network information.

{2) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts o gain unauthorized access to CPNI. Telecommunications carriers must
properly anthenticate a customer prior to disclosing CPINI based on customer-initiated telephone contact,
online account aceess, or an i-store visit.

The Company’s CPNI policies and employee training include reasonable measures to discover and
pretect against activity that is indicettve of pretexting and employees are instructed Lo notify the CPNT
Compliance Officer if any such activity Is suspected.

() Telephone access to CPNI Telecommunications carriers may only disclose call detail
information over the ielephone, based on customer-initiated telephone contact, if the customer first
provides the carrier with a password, as described in paragraph (e} of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer’s address of record, or, by calling the custorner at the telephone number of
record. [T the customer ig able to provide call detall information to the telecommaunications carrier during a



custormner-initiated call without the telecommunications carrier’s assistance, then the telecommunications
carrler is permitted to discuss the call detail information provided by the customer,

The Company’s CPNI policies enswure that a customer is only able fo access call detail Information over
the telephone in one of the ways listed in Rule 64.201000), If the customer cannot remember their
password, they ure prompted to answer q securlty question, Nelther the password nor fhe security
question are based on readlly available blographical information or account information. Customer

service representatives are instructed t¢ authenticaie customers over the telephone in all instances except
in the case where the customer provides the coll detail nformation without the assistence of the
Company. '

(¢) Onlive access to CPNI, A telecommmupications carrier must authenticate a customer withous
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI refated to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI xelated 1o a telecommunications service account through a
password, as described in paragraph () of this section, that is not prompted by the carrier asking for readily
available blographical information, or account information, )

The Company’s customers do not carrestly have access to their account online.

{d)y In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier’s retail location, first presents to the telecommunications carrier or its agent a valid photo
1D matching the customer’s account information,

There are no retail locations.

(¢} Establishment of a Password and Back-up Authentication Methods for Lost or Forgotien
Passwords. To establish a password, a telecommunications casrier wust authenticate the customer withou!
the use of readily available biographical information, or account information. Telecommunications carriers
may create a back-up customer authentication method in the event of a lost or forgotten password, but such
back-up customer authentication methed may not prompt the customer for readily available biographical
gnformation, or account information. If a customer canmot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish & new password as
deseribed in this paragraph.

The Company's CPNI policies ullow for a few ways fo establish a password, all of which ensure
compliance with the above paragraph. Each method also allows the customer {o establish a buck-np or
security question in the event that they forget their password. In no event does the Company use readily
available blographical informatlon or account informarion as « back-up question or as @ means fo
establish & password or authenticate fhe customer.

() Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, onling account, or address of record is created or changed. This notifisation is not
required when the customer initiates service, including the selection of a password at service initiation,
This potification may be through a carrier-originated voicemaidl or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information,

The Company’s billlng system generates a notification letter when any of the fields listed in Rule
64.2010(D Is created or changed. The Company invmedictely mails out the notification to the address of
record (never a new address) when required by Rule 64.201000. The content of the notificarion complies
with the requirestents of Rule 64.2010(f).



(g) Business Customer Exemption. Telecommmunications carriers may bind themselves
contractuzlly to authentication regimes other than those deseribed in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers’ protection of CPNI

The Company does not uiflize the business customer exception ai this time,

Section 64.2011 Notification of customer proprietary uetwork information security
breaches,

(a) A telecommunications carrier shall notify law enforcement of a breach of its customers’ CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or tocal law or these rules, until #t has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and In no event later then seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will maintain 2 link to the reporting facility at hifp://www.fee.govieh/cond.

(1) Notwithstanding any state law to the confrary, the carrier shall not notify customers or
disclose the breach to the public uatil 7 full business days have passed after notification to the USSS and
the FBI except as provided In paragraphs {2) ané (3).

(2} ¥f the carrier believes that there is an extraordinarily urgent need to notify any class of affected
sustormers sooner than otherwise aflowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed to inunediately nolify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer notification.

(3) I the relevant investigating agency determines that the public disclosure or notice to
eustomers would impede or compromise an ongoing or potential eriminal investigation or national security,
sach agency may direct the carrier not to so disclose or notify for an initial peried of up o 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
dirsction Is given, the agency shail notify the carrier when It appears that public digclosure or notice to
affected customers will no lorger impede or compromise a criminal investigation or national security. The
agency shall provide in writing its inital direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains regords of
notifications filed by carriers.

(¢} Recordkeeping. All carriers shall mainiain a record, electronically or In some other manner, of
any breaches discovered, nofification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates of discovery and potification, a
detailed description of the CPNI that was the subject of the breach, and the clrcumstances of the breach.
Carriers shall retain the record for a minkmum of 2 years.

The Compuany liay policies und procedures in pluce to enswre complignce with Rule 64.2011. Whern it is
reasonably defermined that a breach has occurred, the CPNI Compliance Officer will notify law
enforcement and ity customer in the required thneframes. A record of the breuch will be maintained for
a minimum  of twe years and will include all Imformation required by Rule 64.2011.



